IEEE JOURNAL OF RADIO FREQUENCY IDENTIFICATION, VOL. 10, 2026

101

Intrinsic Physical Unclonable Function (PUF) Based
on Laser-Induced-Graphene (LIG)
UHF-RFID Antennas

Francesca M. C. Nanni

Abstract—The pursuit of eco-sustainable materials for next-
generation radio-frequency and sensing devices is fostering the
development of antennas and tags that are not only recyclable but
also capable of ensuring physical-level authenticity. Among these,
Laser-Induced Graphene (LIG) enables the direct fabrication
of conductive structures on polymeric substrates. Its intrin-
sic fabrication variability introduces microscopic randomness
that can be exploited to realize Physical Unclonable Functions
(PUFs) for secure authentication. This work proposes a near-
field interrogation and processing framework for LIG-based
UHF-RFID antennas, enabling the extraction of digital crypto-
graphic keys from the electromagnetic backscattered response.
A dedicated signal-processing and binarization pipeline converts
analog amplitude and I/Q responses into statistically balanced
binary databases. An experimental campaign on 30 devices,
tested with two reader antennas and two orthogonal orientations,
demonstrates that the proposed method can generate up to 76
independent bits per key, with reliability exceeding 0.8 and
decidability values up to 8, ensuring both repeatability and
device-level distinctiveness. By varying frequency, power, and
orientation, multiple uncorrelated key families can be generated.

Index Terms—Laser-induced graphene (LIG), physical unclon-
able functions (PUFs), radio-frequency identification antennas.

I. INTRODUCTION

N THE rapidly expanding ecosystem of Radio-Frequency

Identification (RFID), wireless sensing, and the Inter-
net of Things (IoT), two major technological frontiers are
simultaneously emerging. The first concerns environmental
sustainability and the transition toward a circular economy,
which are becoming increasingly critical as billions of con-
nected objects are expected to be deployed worldwide [1],
[2]. The second is related to security and anti-counterfeiting
[3], especially in sectors where goods have high strategic or
economic value, such as pharmaceuticals [4], [5], food logis-
tics [6], and critical supply chains [7]. These two seemingly
distinct challenges, sustainability and security, can be jointly
addressed through innovative material technologies.

Received 5 November 2025; revised 18 December 2025 and 12 January
2026; accepted 22 January 2026. Date of publication 28 January 2026;
date of current version 6 February 2026. This work was supported in
part by the Project Ecosistema Innovazione, Digitalizzazione e Sosteni-
bilita (ECS) 0000024 Rome Technopole [Piano Nazionale di Ripresa e
Resilienza (PNRR) Mission 4 Component 2 Investment 1.5] funded by the
European Union—NextGenerationEurope (EU) (Spoke: 2) under Grant CUP
B83C22002820006. (Corresponding author: Francesca M. C. Nanni.)

The authors are with the Department of Civil Engineering and Computer
Science Engineering, Tor Vergata University of Rome, 00133 Rome, Italy
(e-mail: francesca.nanni @uniroma?2.it; gaetano.marrocco@uniroma?2.it).

Digital Object Identifier 10.1109/JRFID.2026.3658621

, Member, IEEE, and Gaetano Marrocco, Fellow, IEEE

In this context, Laser-Induced Graphene (LIG) has recently
emerged as an enabling technology for fabricating conductive
patterns directly on dielectric substrates, without metallic lay-
ers or conductive inks [8]. The laser-scribing process converts
carbon-rich precursors into a porous, graphene-like conductive
network, enabling flexible and eco-sustainable RFID antennas
and sensors [9], [10], [11], [12]. One distinctive feature of
graphene technology, sometimes regarded as a limitation, is
its intrinsic fabrication variability [13], [14]. The interaction
between the laser beam and the precursor material induces
microscopic irregularities in the carbonized surface, so that
antennas fabricated with identical geometries and laser param-
eters will never be perfectly identical at the microscopic scale.
While these random structural fluctuations have only a moder-
ate impact on macroscopic electromagnetic performance, they
introduce a unique and irreproducible physical signature that
can be exploited for device authentication.

The above concept aligns with the framework of Physical
Unclonable Functions (PUFs), namely hardware primitives
that leverage inherent physical randomness to produce unique
identifiers or cryptographic keys. In particular, intrinsic PUFs
are those whose unclonable features arise directly from the
fabrication process itself, like LIG, without requiring addi-
tional circuitry or external randomness sources [15], [16].
Focusing on a material-based approach, optical PUFs consti-
tute one of the most mature families [17]. They rely on the
random scattering of coherent light through disordered media
such as polymer films, porous coatings, or colloidal nanopar-
ticle layers. The resulting speckle patterns act as unclonable
optical fingerprints with inherently high entropy and strong
resistance to duplication [18], [19]. However, they require
dedicated readers and are difficult to integrate into wireless
systems. More recently, LIG has also been proposed for
physical authentication in [20], and [21], where laser-engraved
macroscopic patterns on cork substrates were electroplated
with nickel to enhance conductivity. The resulting chip-
less markers exhibited distinct frequency responses under
near-field probing, proving the feasibility of LIG for anti-
counterfeiting. However, this approach lacked far-field RFID
compatibility and a true quantitative cryptographic framework.

Building on this rationale, the present work investigates the
cryptographic potential of LIG-based RFID tags by exploiting
their intrinsic fabrication variability as a source of physi-
cal entropy, without hardware modifications. The proposed
devices behave as standard RFID labels, supporting both wire-
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Fig. 1. Concept image of laser-induced graphene (LIG) antennas patterned on
a polyimide (PI) substrate. Despite identical fabrication settings, the process
yields microstructural variability, illustrated by SEM images (adapted from
[9]), that serves as a source of physical entropy for device fingerprinting,
retrieved through an RFID query.

less identification with medium-range reading and key gen-
eration through near-field interrogation. The study examines
whether the microscopic irregularities inherent to LIG can
serve as a basis for wireless PUFs compatible with UHF-RFID
protocols, enabling statistically independent key extraction.
A preliminary exploration of LIG-enabled RFID PUFs was
reported in [22], where engineered variability was investi-
gated by intentionally introducing macroscopic defects in the
antenna layout, and the resulting device-to-device differences
were evaluated under far-field RFID interrogation. In the
present work, no intentional modification of the antenna geom-
etry is introduced. Instead, the entropy source is the intrinsic
microstructural variability that naturally arises from the laser
engraving process itself.

The challenge-response mechanism is here realized in the
reactive near-field, where inductive and capacitive coupling
enhances sensitivity to microscopic disorder in conductiv-
ity, porosity, or edge morphology, thus increasing entropy.
Antenna type or orientation can further expand the challenge
space, allowing multiple uncorrelated key families to be
derived from the same tag. The proposed framework therefore
aims to quantify the achievable material-based digital informa-
tion under each interrogation condition, ultimately identifying
the maximum coding capability and the most informative
configurations for entropy extraction.

The paper is organized as follows: Section II presents
the formulation of the PUF-RFID reader challenge-response
space and the binarization process. Section III introduces the
reference metrics employed to assess the quality of the gener-
ated binary keys, with the experimental setup and protocol
described in Section IV. The complete characterization of
several bitstrings obtained with two antennas and different
orientations are reported in Section V with particular focus on
achievable degrees of freedom. Finally, Section VI concludes
the work and highlights future research directions.

II. RATIONALE AND FORMULATION

In the general paradigm of Physical Unclonable Functions,
the device is stimulated with a challenge, which generates a
measurable physical response. In the present case, the response
corresponds to the electromagnetic backscattering of the LIG
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Fig. 2. General block diagram of the RF challenge—response process, to derive
a binary key from the LIG antenna backscattering response.

structure under interrogation. This analog response is then
mapped on the digital domain through a binarization process,
resulting in a binary key that uniquely identifies the device
(Fig. 2). In cryptographic practice, such keys would typically
undergo a post-processing stage (not addressed in this paper),
namely a cryptographic hashing function [23], to generate
fixed-length secrets suitable to protocols of authentication or
key exchange.

During the enrollment phase, an initial key sequence, here-
after referred to as the enrollment bitstring, is generated and
securely stored in a reference database. This bitstring acts
as the device’s digital fingerprint and serves as the ground
truth in the authentication phase. For simplicity and to isolate
the contribution of device-specific electromagnetic variability,
it is assumed in this initial study that both the enrollment
and verification phases are carried out using the same reader.
The latter and the associated interrogation setup are therefore
considered part of the challenge-response mechanism. In the
following, we introduce the specific terminology adopted in
this study for the definition of the challenging space, the
electromagnetic response, and the stages of pre-processing,
feature construction, and binarization.

A. Challenge Space

We define the challenge space as the Cartesian product of
four independent dimensions:

e Reader antenna type: a, € A, h=1..H.
e Relative orientation between reader and tag: oy € O =
{01,092, ..0k}.

e Transmit power: P, € P, g =1..0.

e Frequency: f, € F, m=1.M.
A single challenge is therefore the 4-tuple:

Chkpm = (ah,ok,Pq,fm) EC=Ax0OxPxF.

For notation simplicity, we hereafter generically refer to the
challenge ¢ without subscript.

The challenge space is deliberately defined as a
multidimensional set where each parameter provides
a complementary mechanism to probe device-specific
electromagnetic variability. Different reader antennas and
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orientations are used to modify the near-field coupling
conditions, thereby controlling the interrogation sensitivity
to small perturbations in current distribution and field
confinement. Frequency and transmitted power are jointly
exploited to access side channels outside the optimal matching
band of the tag, where the response is more strongly influenced
by fabrication-induced imperfections and less constrained
by the nominal antenna design. In particular, increasing the
input power enables the tag to respond in weakly matched
frequency regions, allowing the combined frequency—power
interrogation to expand the effective challenge space and
enhance the available entropy. Although transmit power can
induce nonlinear variations in the IC input impedance, this
study deliberately uses power as a means to probe additional
spectral regions rather than to exploit chip-level nonlinearities.
Overall, this multi-parameter challenge design represents a
trade-off between richness of the challenge-response space
and experimental complexity, while preserving manageable
acquisition times and robust key extraction.

B. Raw Electromagnetic Response

For a LIG device indexed by n, the interrogation according
to the ¢ challenge produces an electromagnetic response:

1
(n) _ (n)

r'(e) = —=V"(fn, P 1
where V™ denotes the complex-valued voltage signal col-
lected at the reader port following a standard EPC-Gen 2
interrogation at a given frequency and transmit power. Rg =
50Q is the input resistance of the reader, introduced for
normalization [24]. The received voltage can be decomposed
into in-phase and in-quadrature (I/Q) channels as V® = V" +
jV(Q"). Thus the electromagnetic response hereafter considered
is:

r(e) = 1"(©) + j 0"(©) 2

and its amplitude A®™ = |r(”)‘,

C. Binary Key Construction

The physical response is transformed into a digital rep-
resentation through a dedicated processing chain. The latter
is carried out separately and will be independent for each
challenge-response combination.

1) Preprocessing: In the first step, the signals are central-
ized across the device population. For each challenge c, the
mean response over all N devices is computed:

&

- - _ (n)

Fule) = X}jr (©. (3)
where the u € {I, Q,A} denotes one of the considered output
components. The residual of each response represents the
feature:

AP(©) = 1 (e) = Fule). “)

AP emphasizes the distinctive features of each device while
suppressing most of the contributions that are common across
the population. In particular, such centralization highlights the
small-scale irregularities and imperfections introduced by the
LIG process.

2) Quantization and Binarization: The generation of
the binary key from (4) requires three processing steps:
quantization followed by binarization and thinning of low
informative-content bitstrings. The number of bits to perform
quantization is derived from the average noise 0 (c) and
the dynamic range D,(c) inside which the features will be
binarized.

The noise is estimated by interrogating a tag Ny times under
the same challenge, and then calculating the average standard
deviation for each challenge.

Each dynamic range is derived from the maximum and
minimum values of the features over all centralized responses
A(,,") of all the N devices, each under the specific challenge, so
that:

D, (¢) = max{A"(¢)} — min{A™(c)}, Vn, Ve. 5)

Assuming that the quantization error is uniformly dis-
tributed, the admissible range for the number b,(c) of
quantization bits [25] for the specific challenge-response com-
bination, is:

Du(c) Du(c)
o (e ) s (255)- ©

where the lower bound ensures that the quantization noise
is smaller than the measurement noise, and the upper bound
guarantees that the quantization step size s = 2_Dh is at least
twice the noise level (s > 207 0ise)-

The feature is then mapped into a discrete value on a scale
of 2" levels, and each quantized level is turned into its binary
word by a binarization operation B so that the enrollment
bitstring is obtained:

sP(e) = BAP(e)  €{0, 1}, (7)

which represents the L,(c)-bits digital fingerprint of the n-
th output corresponding to the specific challenge-response
combination.

By stacking by rows the s&(c) strings of each device
generated by the responses to all the considered interrogation
powers, and then stacking the so obtained bit blocks of all the
N devices of the population, the bitstring key database S,(c)
is obtained. By exploiting multiple challenges and collecting
different kinds of responses, a multiplicity of binary databases
can be in principle generated from the same set of devices.

III. CRYPTOGRAPHIC METRICS

The quality of the resulting generated keys is assessed
through standard cryptographic metrics evaluated over the
enrollment bitstring database, such as: i) uniformity, ii) unique-
ness, i) degrees of freedom, iv) reliability, and v) decidability.

A. Randomness and Thinning

The statistical quality of the enrollment bitstring database
is first evaluated in terms of bit balance. Randomness (uni-
formity) is quantified by the Shannon entropy [26], computed
along the rows and columns of the binary matrix as:

E, = —[pylog, px + (1 — py)log,(1 - p,)],
E, = —[pylog, py + (1 = p,)logy(1 = p)], (8)
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where p, and p, denote the probabilities of observing ones
along rows and columns, respectively. A perfectly balanced
distribution yields E, = E, = 1. To retain only statistically
meaningful information, a thinning (bit-filtering) procedure
[27] discards rows and columns whose entropy falls below
a threshold E,, < t, with 0.95 < ¢ < 0.98. This removes
biased responses associated with specific interrogation powers
and non-informative frequency challenges, retaining only near-
uniform portions of the enrollment matrix. All subsequent
metrics are evaluated on the resulting thinned database.

B. Uniqueness

Uniqueness is quantified through the normalized Hamming
distance (HD) between pairs of binary keys generated under
different devices, challenges, or components. For two bitstrings
of length L, it is defined as:

L
1 ) . n; .
HD(er, eiminjunu) =7 ) S el &SI (e)lil, (9)
i=1

where n; and n; are device indices and & denotes bitwise
XOR. The ideal value is 0.5, corresponding to statistically
independent responses.

Uniqueness is evaluated in the following cases:

1) Inter-device: for a fixed challenge ¢, HDiper =
HD(e, ¢; n,nj;u,u) with n; # n;. A distribution centered
near 0.5 indicates high device distinguishability.

2) Cross-orientation (intra-device): for a fixed device and
reader antenna, with two orthogonal orientations o, #
02, HDgyiiene = HD((a,01, P, f),(a, 02, P, f); n,n; u, u).
Values close to 0.5 indicate uncorrelated orientation
challenges.

3) Cross-channel (intra-device): for a fixed device and
challenge ¢, with two output components u; # u, (e.g.,
I vs. Q, or vs. A), HDan = HD(c, ¢; n, 15 uy, up).

4) Cross-antenna (intra-device): for a fixed device and
orientation, with two reader antennas a; # dap, HD,y =
HD((ay,0,P, f),(az,0, P, f);n,n;u,u). In the near-field,
where the response depends on the reader, the expected
average distance is 0.5, confirming uncorrelated antenna
challenges.

When compared keys have different lengths, HD is com-
puted over the common bits only.

C. Degrees of Freedom (DoF)

The Degrees of Freedom (DoF) quantify the effective num-
ber of statistically independent bits in the generated key and
are computed as:

— /Jinter(l _/Jinter)

2
O-inter

DoF (10)
Here, uiner and oy are the mean and standard deviation
of the inter-device HD distribution over the device population.
The corresponding encoding capacity is ¢ = 2P°F, which
represents the maximum number of distinct keys that can
theoretically be generated by the PUF prior to hashing.
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D. Reliability

To assess the stability of each extracted bit, the reliability
[28] is computed as:

pP= 1 _mrepeul, (11)

where ﬁrepw, is the averaged inter-HD between each bit-
string and the enrollment one of a same tag, when measured
multiple times. The tag is disassembled and reassembled
before each measurement, as described in Section V:

L
1
HD (€€ Menpon, s )= 3 2 S Pl @S (P11l (12)
i=1

70> N h . .
so that HDepeqs = NLT et HDf.ef,,ea, with £ being the mea-
surement index and N7 the number of repeated measurements.
The closer (11) is to 1, the more reliable the corresponding

bitstring.

E. Decidability

The decidability [17] quantifies the capability of a PUF to
discriminate between responses generated by different devices.
Mathematically, decidability is defined as:

D= I/linzm - ,Uinter|

2 2
Tintra +(rimer
2

where: (Winsras Tintra) are now the mean value and variance of
(12). It is a statistical indicator of how well the inter-device and
intra-device HD distributions are separated. High decidability
values indicate clear device discrimination, whereas D = 0
corresponds to complete overlap of the distributions.

13)

IV. EXPERIMENTAL SET-UP

The experimental evaluation of the LIG-PUF near-field
architecture was carried out through the fabrication of a set
of identically manufactured LIG dipoles and the acquisition
of their electromagnetic fingerprints over a wide frequency
and power range for two different reader antennas and two
orientations.

A. LIG Devices

The reference device for this study employs Polyimide
(PD [29], [30] as the substrate material (electrical permit-
tivity and loss tangent: € = 3.2, tan(d) = 0.002). We
manufactured N = 30 identical LIG-based rectangular UHF
dipoles (70 mm x 20 mm) engraved onto 125 um-thick PI films.
PI layers were laminated onto a 2mm-thick poly (methyl
methacrylate) (PMMA) support to ensure mechanical rigidity
during laser processing. The conductive traces were engraved
via a Trotec Speedy 100 CO, laser, using the following
parameters: laser power P = 9 W, scanning speed Sg = 10
cmy/s, laser head defocus & = 3 mm, and pulse-per-inches PPI
= 1000. The resulting surface exhibited a sheet resistance of
Ry = 14 Q/sq, as measured through a four-point probe setup
[31]. The LIG trace was then protected by a thin polyurethane
layer (Tegaderm by 3M, thickness: ~ 40 um), which pre-
vents mechanical abrasion and degradation of the graphene
pattern over time. Moreover, this encapsulation hinders direct
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Fig. 3. a) Exploded view of the LIG reference antenna layout and the
aluminum harvester with a polyurethane (PU) protection coating; b) PLA
case, hosting the small loop harvester, where the LIG antenna c) is inserted
properly aligned to the loop.

access to the LIG medium, as any attempt to remove the
protective coating inevitably damages the conductive network,
thus making impedance measurements or reverse-engineering
analysis unfeasible. The LIG traces are inductively coupled
to RFID ICs (Impinj Monza R6-P, Z;c = 16.5-j139.5Q,
power sensitivity p;c = -20dBm) by means of a small alu-
minum loop harvester. To ensure a precise and repeatable
alignment between the loop harvester and the LIG radiator,
we resorted to a single IC that was embedded into a 3D
printed support (Fig. 3b)) made in PLA (with 100% infill,
€ = 2.55, tan(6) = 0.007 [32]) where each of the 30 LIG
cards is inserted one at a time thus precisely reproducing
a stable coupling. Using a same IC for all samples permits
to focus only on the cryptographic information generated by
the LIG trace, dropping out the fabrication uncertainties due
to the physical integration by adhesive of the loop on the
graphene layer. At the same time, repeated insertion of the
LIG radiators into the holder introduces small loop—antenna
misalignments, whose effects are captured by the repeatability
analysis and incorporated into the estimated noise floor for bit
quantization, thereby accounting for residual assembly toler-
ances also expected in fully integrated tags. Fig. 4a) reports
three representative samples selected from all 30 devices. The
optical magnifications on the right highlight small but visible
microstructural differences at the LIG edges, especially along
internal regions where higher current density is expected. An
assembled prototype is shown in Fig. 4b).

B. Querying Antennas

The UHF reader’s antennas employed to perform near-field
fingerprint acquisition were a loop (a;) and a dipole (ay)
(Fig. 5). The loop (Keonn Advantenna L11 [33]) is engineered
for uniform magnetic field confinement across its radiating
surface (size: 137 x 137x0.5 mm?). The dipole (Molex 105262
[34]) is planar and flexible, with size: 79 x 10 x 0.1 mm?,
and gain: 0.2 — 0.4 dBi @915 MHz. The loop is expected to
mostly couple with the small loop harvester, while the dipole
with the LIG body. This selection thus allows comparing

160 fim
g

- 100pm

b)

Fig. 4. Manufactured prototypes: a) three LIG antenna samples with optical
microscope magnification close to one of the internal edges; b) the complete
assembled device inside the PLA case hosting the loop exciter.

(P o
0 e
(]
0 =i e
a) b)
Fig. 5. a) Keonn Advantenna L11 loop reader antenna [33] and b) Molex

105262 series dipole antenna [34].

inductive and capacitive near-field coupling, and permits to
evaluate the influence of each interrogating antenna on the
extracted fingerprints. Both antennas were connected to a
Voyantic Tagformance Pro UHF Station for multi-challenge
measurements.

C. Interrogation Modes

1) Geometrical Arrangement: The LIG devices were
placed on top of the reader antenna. Considering the thickness
of the PLA holder, the effective spacing between the reader
antenna and the LIG prototype was 0.5 cm.

2) Power and Frequency: The set of physical challenges
included Q = 10 input power levels P,, uniformly spaced
between 21 dBm and 30 dBm with a step of 1 dBm.
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)

d)

Fig. 6. Close-up example on the measurement setup for the a) || and b) L
orientations in the loop case, and c) || and d) L orientations in the dipole case.

Interrogations were performed in the frequency range 600
MHz to 1300 MHz with 10 MHz resolution (M = 71).

3) Orientation: Two mutually orthogonal orientations were
considered. In the first configuration (o), the side of the inter-
rogating antenna hosting the input port is aligned parallel to the
main axis of the LIG label (Fig. 6). The second configuration is
obtained by rotating the tag by 90° with respect to o}, resulting
in an orthogonal alignment (02 = 0; + 7/2). Accordingly, the
orientations will hereafter be denoted as {0, =||, 0, =L1}. The
acquisition protocol requires testing each reader antenna under
both orientations.

Overall, a total of M x Q = 710 response samples were
collected for every tag, and the complete campaign produced
more than 80k individual response samples.

V. RESULTS

The experimental results are organized to follow the com-
plete measurement and processing workflow, starting from
the electromagnetic validation of the RFID antennas and
proceeding through the acquisition noise assessment, signal
preprocessing, and bitstring database construction.

Then, the statistical properties and cryptographic met-
rics of the generated keys are analyzed under different
challenge-response configurations.

A. Antenna Performance

The devices were first tested as wireless RFID labels
to assess their communication performance, specifically the
maximum read distance. To this purpose, the 30 LIG dipoles
were interrogated at a fixed distance of 30 cm, approximately
in the far-field region by using a log-periodic antenna with a
gain of approximately 4.7 dBi at 868 MHz. For each device,
the turn-on power, i.e., the minimum reader power required
to activate the integrated circuit, was measured. This value
was then used to estimate the maximum reading range using
the Friis equation, assuming a transmitted EIRP of 3.2 W
(the maximum value allowed in Europe) and a conservative
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Fig. 7. a) Average turn-on power (dBm) of 30 devices measured at a distance

d = 30 cm and b) estimated maximum reading distance (m) assuming an
EIRP = 3.2 W and a circularly polarized reader antenna. The solid lines
represent the mean values, while the error bars indicate the variability across
the 30 specimens.
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Fig. 8. Example of 10 responses of one LIG prototype, w.r.t. a) the loop
and b) the dipole antenna, following a P;, = 25 dBm power challenge in the
01 = || orientation.

polarization loss factor between labels and reader equal to
PLF = 0.5. The communication performance is shown in
Fig. 7. The tags exhibited readable distances of approximately
1.9-2.4 m within the European UHF RFID band (centered at
867.6 MHz). The slight variations among the 30 samples are
probably due to intrinsic fabrication non-uniformities of the
laser scribing and to measurement uncertainties.

B. Noise Variance

The noise variances are evaluated by Ny = 10 measurements
of a same tag, varying the frequency under fixed powers and
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Fig. 9. Example of frequency responses of 30 tags under P = 25 dBm for two reader antennas and orientations (||, L). Loop (top) and dipole (bottom) blocks
show raw (row 1) and centralized (row 2) magnitude A, in-phase I, and in-quadrature Q components (600 — 1300 M Hz).

antenna/alignment challenges. The latter were repeated after
removing the tag from the measurement setup, disassembling
and reassembling it into its PLA case, and then repositioning
it in the measurement fixture. This procedure was adopted to
account for potential slight misalignments between the LIG
device and the fixed loop inside the case across repeated
readings.

An example set of measurements for a fixed power is
reported in Fig. 8 showing almost identical behavior. The
pronounced oscillations, mostly outside the UHF RFID band
(860 — 960 MHz), are due to the impedance mismatch of the
interrogating antennas. The interrogation by dipole antenna
generates an order of magnitude higher noise than in the case
of loop (averaged noise across all powers for the loop antenna
T noisear = 1.1x 1076 and dipole antenna o ppiseq2 = 1.1 x1075).

Additional repeated measurements performed on multiple
devices under identical interrogation conditions confirmed
that measurement uncertainty remains smaller than device-to-
device variability. Similar repeatability levels were observed
for the I/Q components, indicating comparable variability to
that of the amplitude response.

C. Raw Data and Processing

Fig. 9 reports representative frequency responses of the
30 devices under a fixed power challenge (P; = 25 dBm),
for both reader antennas and the two orientations. For each
antenna, the upper row shows the raw responses, while the
lower row reports the corresponding centralized residuals.
Columns are grouped by response component, namely mag-
nitude A, in-phase I, and quadrature Q, each shown for both
01 and 0,. By comparing the I and Q panels within the same

antenna-orientation pair, it can be observed that they exhibit
nearly identical spectral envelopes, differing primarily by the
expected m/2 phase shift. Accordingly, although both are
reported here for completeness, the subsequent cryptographic
analysis focuses on the amplitude and in-phase response only.

D. Bitstring Key Database

By evaluating (5) and (6) for the resulting dynamics D,(c),
the estimated number of bits is b(loop) = 5 for the loop
for all the considered power challenges, and 4-5 for the
dipole case. An example of one response processing up until
the enrollment bitstring is extracted is shown in Fig. 10,
while Fig. 11a) reports an example of the enrollment bitstring
database before thinning. Extended regions with a visible bias
toward ‘1’s or ‘0’s can be observed. As a direct consequence,
the corresponding Shannon entropy diagrams Fig. 11b) exhibit
values lower than unity. The thinning threshold was selected
based on the trade-off between entropy, Degrees of Freedom,
and key length. Low values preserve redundant samples, while
high values excessively shorten the key and reduce DoF.
Around t = 0.97, entropy approaches unity, and the DoF reach
a maximum or plateau without excessive bit removal. This
value was therefore selected as the optimal compromise.

The resulting binary databases are shown in Fig. 12, where
the first row refers to the loop antenna, while the second
corresponds to the dipole antenna. Within each row, the
columns are organized by response component and relative
orientation. The post-thinning maps are dense and differences
and the bit distribution are visually different for both antenna
types and orientations.
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E. Randomness Analysis After Thinning

The randomness of the generated keys was assessed through
the Shannon entropy as in (8). Fig. 13 shows representative
distributions for the loop and dipole antennas for both selected
orientations. It is observed that for both E, and E, consistently
remain above 0.9 in all the considered cases, indicating a
balanced distribution of bits across the devices. In particular,
E, plots exhibit some gaps at specific positions along the bit
index that are the direct outcome of the thinning process.

F. Uniqueness Analysis and DoF

1) Inter-Device Hamming Distance: Fig. 14 shows four
heatmaps (loop and dipole, each one under both orientations)
for the amplitude responses. On average, the inter-HD values
converge around a mean of 0.51+£0.17 and 0.51£0.10 for the
loop and dipole respectively (amplitude case), confirming that
the extracted keys preserve a sufficient level of uniqueness
across the device set. However, in some cases, one of the
two orientations exhibits localized clusters of pixels with
Hamming distances deviating from 0.5. This indicates the
presence of partial similarities among certain devices, even
though the overall distribution remains consistent with a
statistically diverse population. This effect may be related
to the fabrication of a small subset of the tags in a different

TABLE 1

MAXIMUM DEGREES OF FREEDOM (DOF) OVER ALL THE CONSIDERED
INPUT POWERS FOR EACH COMBINATION OF CHALLENGES

Loop antenna | Dipole antenna
I L I L
Amplitude 10 39 42 31
In-phase (I) | 25 76 41 24
TABLE II

AVERAGED CROSS-ANTENNA HAMMING DISTANCE

\ [ A [ I |
\ \ Il \ L \ Il \ L
| cross-antenna | 0.50 +£0.07 | 0.50 £0.05 | 0.50 £0.05 [ 0.49 £0.05 |

day than the majority of them, so that the environmental
conditions (manual laser calibration, room humidity) could
have not been exactly the same.

2) Degrees of Freedom: Fig. 15 summarizes the Degrees of
Freedom obtained from (10) as a function of the interrogation
power. The most evident result is that, for both antennas, the
DoF significantly differ when comparing || and L orthogonal
orientations. The orthogonal case generally tends to yield
higher DoF values in the loop case, reaching a maximum of
76 independent bits. In contrast, the dipole antenna exhibits
more balanced behavior across the two orientations, with a
maximum of 42 independent bits.

G. Cross-Challenge Analysis

The cross-antenna Hamming distance HD,,; is shown in
Fig. 16 where each cell corresponds to the distance between
the dipole- and loop-based responses. In both orientations, the
values are consistently distributed between 0.3 and 0.8, with
no evidence of correlation (HD =~ 0) or complementarity
(HD =~ 1). The average value of this metric is shown in
Tab. II, indicating that the keys derived from the dipole are, to
a large extent, statistically independent of those obtained from
the loop. This result moreover confirms that the interrogating
antenna is an integral part of the key construction process.
Similar diagrams (not reported here to avoid repetitions) are
obtained for the cross-orientation and cross-channel Hamming
distance. The averaged results are summarized in Tab. III and
Tab. IV. Data fluctuate around 0.5 with limited dispersion, thus
confirming the full statistical independence even among the
keys obtained by combining challenges and output channels.

H. Reliability and Decidability

Fig. 17 and Fig. 18 report the reliability and decidability
values obtained for the two reader antennas under different
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0.4 E TABLE III
T AVERAGED CROSS-ORIENTATION HAMMING DISTANCE
0.2 '\ I
cross-orientation (a1) | 0.49 £0.05 | 0.50 & 0.04
0 cross-orientation (a2) | 0.49 +£0.07 | 0.51 +0.05
TABLE IV
AVERAGED CROSS-CHANNELS HAMMING DISTANCE
[l L
Avsl Avsl
cross-channels (a1) | 0.494+0.04 | 0.49 £+ 0.05
Fig. 14. Example of Inter-Hamming distance w.r.t. the amplitude responses cross-channels (a2) | 0.50 +0.07 | 0.50 & 0.05

and a Pj, = 25 dBm power challenge.

on average, demonstrating that the proposed acquisition and
interrogation conditions. In all configurations, the bit reliabil-  binarization process generates stable and repeatable keys. This
ity index exceeds 0.7 and remains consistently around 0.85 confirms the reproducibility of the extracted binary responses,
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TABLE V
MAXIMUM OBTAINED DEGREES OF FREEDOM VERSUS THE FREQUENCY SAMPLING STEP W.R.T. THE CORRESPONDING {Py, u, 0ox} TRIPLET

[ [ IMHz | 5MHz | 10MHz | 15MHz | 20MHz | 25MHz | 30 MHz |
Loop Antenna | 66 (25, Q. 1) | 7221, L 1) | 76 (35.L 1) | 38 (30, Q. |) | 44 27.Q. 1) | 40 L. L, 1) | 44 27. L, 1)
Dipole Antenna | 52 (25, A, 1) | 56 (30, A, |) | 55 (25.Q.]) | 54 (30. A, |) | 39 (25.Q.[D | 34 (25. Q. D | 30 30, L |
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Hamming Distance

24 26

P (dBm)
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Fig. 16. Cross-antenna Hamming distance: 2D heatmaps across all 30 devices
and power levels, with each cell representing the distance between loop and
dipole responses for (a) || orientation and (b) L orientation.
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despite the presence of a limited residual variability that is
explicitly accounted for in the estimated noise floor.

The decidability results, on the other hand, show a stronger
dependence on the type of reader antenna and on the interro-
gation orientation. This behavior reflects the balance between
inter-device variability and the finite dispersion of intra-
device responses, which remains non-zero due to the limited
reproducibility of the electromagnetic measurements. Fig. 18
illustrates an example of probability mass functions of the
inter- and intra-Hamming distance distributions for the two
orientations of the loop antenna. In case of parallel alignment,
the two distributions are partially overlapped, reflecting a
moderate degree of separability. In this configuration, the
antenna—tag coupling is less sensitive to microscopic device-
specific perturbations, resulting in a broader inter-device
distribution of the HD and a partial overlap with the intra-
device one. Conversely, for the orthogonal orientation, the
inter- and intra-distributions are clearly distinguishable, lead-
ing to higher decidability values, up to D ~ 8 depending on
the operating frequency. Here, the stronger and more sensitive
coupling enhances the impact of device-specific electromag-
netic variability, yielding a narrower inter-device distribution
of HD and improved class separation. Overall, the results con-
firm that orthogonal configurations yield the best performance
in terms of both stability and separability. More generally,
these results identify the interrogation geometry as a key
design parameter of the challenge-response space, enabling
reliable device discrimination by maximizing sensitivity to
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Fig. 18. Decidability. a) Example of probability mass function (PMF)
distributions of the inter- and intra-Hamming distance for the loop antenna,
with respect to the amplitude component and both orientations. b) Histograms
versus interrogation power for all components and orientations of the loop and
dipole antennas.

intrinsic device-specific perturbations, even in the presence of
residual measurement dispersion.

L. Impact of Sampling on the Performance

Finally, Tab. V summarizes the number of Degrees of
Freedom obtained as a function of the frequency sampling
density of the measurement database. The frequency step Af
was varied from 1 MHz to 30 MHz, by increments of 5 MHz,
thus progressively reducing the number of spectral samples
used for key generation and accordingly the measurement
duration. The results indicate that the DoF values remain
nearly constant up to sampling steps of 15 MHz, beyond which
a gradual reduction is observed. Nevertheless, the dependence
on sampling density is not dramatic: even with a coarse step
of 30 MHz, corresponding to only 23 frequency samples,
the system still yields up to 44 independent Degrees of
Freedom, which theoretically translates to more than 10 trillion
statistically independent keys.

J. Sensitivity to Small Misalignments

To further assess the robustness of the proposed PUF
architecture, the sensitivity of the extracted cryptographic
response to small tag—antenna misalignments was explicitly
investigated. A representative and intentionally conservative
configuration was considered, namely the loop antenna in ||
orientation, which was previously shown to exhibit reduced
decidability. Controlled millimetric displacements of the tag
w.r.t. the nominal interrogation position were introduced along
the horizontal and vertical axes of the loop antenna plane (Ax,
Ay). For each displaced position, the full processing chain was
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TABLE VI
COMPARISON WITH STATE OF THE ART GRAPHENE-BASED INTRINSIC PUF TECHNOLOGIES

\ Type | DoF [bit] | Uniqueness [ Uniformity | Challenge/Response Mecl | Wireless Compatibility [ Ref. |
DEP-based PUF 221 0.50 £ 0.04 0.96-0.99 RF Frequency/RF response Yes [35]
Graphene Quantum Capacitor 246 0.50 + 0.01 0.99-0.98 Fixed RF source/RF response Yes [36]
Graphene Raman-based 118 0.51 4+ 0.046 0.99 Spatial scan position/Raman spectrum No [37]
Graphene-Based Straintronic PUF 244 0.49 £ 0.032 0.99 Strain stimulus/GFET transfer characteristic No [14]
This work 76 0.51 + 0.17 0.98-0.99 RF query/RF response Yes This work
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Fig. 19. (Left) Schematic representation of the relative positioning between
the tag and the loop reader antenna. (Right) Pairwise intra-device HD matrix
obtained by comparing the binary keys extracted from the same tag at all
tested positions.

repeated, and the resulting binary keys were compared pair-
wise by computing the intra-device HD. The results, reported
in Fig. 19, show that the average value remains around 0.2
across all tested positions, which is comparable to the vari-
ability observed in repeated measurements at a fixed position.
This indicates that small positioning errors within the explored
range do not significantly affect the extracted cryptographic
response and do not compromise device discriminability.

VI. SUMMARY AND CONCLUSION

This work demonstrates the feasibility of extracting cryp-
tographic information from RFID antennas fabricated through
LIG for eco-sustainable authentication applications. No inten-
tional modification of the antenna geometry is introduced:
the entropy source is instead the intrinsic microstructural
variability naturally induced by the laser engraving process.
Through an appropriate acquisition and binarization pipeline,
reproducible digital fingerprints are directly obtained from
the near-field electromagnetic responses of the tags. Although
the achievable number of Degrees of Freedom remains lower
than that of optical or nanoscale intrinsic PUFs (Tab. VI), the
proposed system generates up to 76 independent bits per key,
with performance levels comparable to state-of-the-art wireless
PUFs. The cryptographic analysis confirms reliability values
above 0.9 and decidability exceeding 5 over a wide range of
interrogation powers, indicating stable and statistically distin-
guishable responses. Multiple independent key families can be
extracted by varying frequency, input power, and reader—tag
orientation, with orthogonal configurations consistently yield-
ing higher DoF. Although this study focuses on LIG antennas
with high material-induced variability, the same framework
and metrics are, in principle, applicable to commercial
RFID inlays, where entropy is expected to be dominated by
IC-related effects rather than by the antenna itself. Some limi-
tations remain. The proposed PUF relies on out-of-RFID-band

interrogation and on a reader configuration that must be faith-
fully reproduced during verification, as the employed com-
mercial reader does not provide calibrated I/Q measurements.
Accordingly, the reader and interrogation setup are considered
part of the challenge-response mechanism. Future work will
address reader-to-reader variability through a multi-reader
experimental campaign. Moreover, further long-term experi-
ments will nevertheless be required to confirm the robustness
of the extracted cryptographic keys under prolonged envi-
ronmental exposure, despite the demonstrated stability of
encapsulated LIG traces [38]. Overall, the results show that
LIG-based RFID antennas can act not only as identification or
sensing elements, but also as intrinsic hardware cryptographic
primitives. This work lays the groundwork for green, secure,
and recyclable RFID technologies that combine material-level
uniqueness with standard wireless interoperability.
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