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Abstract
This paper investigates the information content of fingerprints of passive RFID
devices by applying Shannon Information Theory to backscattered signals.
The study demonstrates that interrogations with multiple input powers and
frequencies can exploit the non-linear behavior of the integrated circuit (IC), so
that its impedance modulation will change in a non-predictable way. Accord-
ingly, the device will expose more information, resulting in a higher entropy
value, and a richer fingerprint. This technique can be useful for the realization
of Physical Unclonable Functions (PUFs) in anti-counterfeiting applications.
Index Terms – RFID security, fingerprint, information content, entropy.

I. INTRODUCTION

Radio-Frequency Identification (RFID) technology is widely used in logistics,
bioengineering, and the Industrial and Medical Internet of Things. How-
ever, concerns have arisen about its physical security, particularly regarding
RFID device vulnerability to counterfeiting and replication, which compro-
mises system integrity and raises financial and data privacy risks [1].
RF fingerprinting has emerged as a non-destructive technology for secu-
rity applications, leveraging analog imperfections in RF devices to achieve
uniqueness [2]. Most approaches involve extracting features from device
signals and using deep learning to classify counterfeit devices [3], while oth-
ers use hardware defects to create Physical Unclonable Functions (PUF),
generating unique and unpredictable keys during manufacturing [4].
In this paper, we investigate the information richness of the electromagnetic
fingerprint of an RFID device using Shannon Information Theory [5] applied
to backscattered RF signals. Leveraging the peculiar non-linear response of
RFID Integrated Circuit (IC) transponders with respect to input power, our
approach evaluates the combination of powers that maximises the informa-
tion content, namely the entropy.



II. RATIONALE

The voltage signal V (f, Pin) returned by an RFID device in a round-trip inter-
rogation, at frequency f, with a reader input power Pin, can be represented
by its in-phase VI and in-quadrature VQ components, expressed as:

V (f, Pin) = |V (f, Pin)|ejϕ(f,Pin) = VI(f, Pin) + jVQ(f, Pin) (1)

where ϕ denotes the phase of the backscattered signal.
The signal is influenced by environmental factors such as path loss attenu-
ation LP , round-trip phase delay over a reader-tag distance d, cable losses
LC, reader antenna gain GR, and input power Pin.
We define the backscattering fingerprint F of the device as the signal derived
from (1) after de-embedding the aforementioned contributions:

F (f, Pin) =
V (f, Pin)√
PinGRLCLP

ej(ϕ+2k0d) = FI(f, Pin) + jFQ(f, Pin) (2)

where all parameters are in linear scale. By varying the frequency within
a discrete set {fn}, n = 1, .., N , the pairs {Fn = (FI,n, FQ,n)} form a constella-
tion of symbols. By also varying the input power as {Pin,m},m = 1, ..,M , we
can exploit the IC’s non-linear response, as its RF impedance and sensitivity
(pIC) depend on the antenna’s delivered power. The backscattered signal will
be hence modified and new symbols will be added to the constellation, by
overall enriching the fingerprint information content. Since the backscat-
tered properties will also non-linearly depend on Pin, we indeed expect that
if Pin,m ̸= Pin,m′, then Fn,m ̸= Fn,m′.
We aim of demonstrating that by expanding the set of input powers, we
can increase the information content of F. The focus is, in particular, in
the identification of the optimal set of powers maximizing the fingerprint
information.

III. INFORMATION CONTENT

The information content associated with F , considering the interdependence
of FI and FQ, can be quantified using Shannon’s joint entropy H(FI , FQ) [5].

H(FI , FQ) = −
∑
i

∑
q

p(i, q) log2 p(i, q) (3)

where p(i, q) is the joint probability of the paired event (i, q), denoting the
occurrence of the sample pair (FI,i, FQ,q) couplet across the entire antenna
fingerprint. After reordering all samples on the FI − FQ plane, i and q act as
the new indexes. The typical unit of measurement of (3) is the Bit.



Figure 1: a) Experimental setup and multi-power fingerprint representation
of the selected tag in a b) 3D and a c) top view constellation of symbols.

Table I: Best joint entropy for each combination of m powers, for m=1,...,8.
N° of powers 1 2 3 4 5 6 7 8
H(tag) [bit] 5.5 6.2 6.4 6.9 6.8 7 6.9 6.7

IV. DISCUSSION

The above concepts are exploited by measuring the backscattering response
of the RFID RFM3200-AER dipole tag by Axzon, with an interrogation set-up
comprising the Voyantic TagFormance UHF Pro Station (Fig.1 a)), under the
following conditions:

1. the reader antenna and the tag operated within each other’s far field,
with a query distance of 50 cm;

2. a coherent orientation of the reader antenna and the device with linear
polarization for both, minimizing the impact of cross-polarization.

The (FI,i, FQ,q) couplets were collected for frequency sweeps from 600 to 1100
MHz with 1 MHz steps; and input power from 14 to 28 dBm with 2 dBm
steps. Fig.1 b) shows a representation of the tag global fingerprint, which
resembles an helical structure in 3D, and Fig.1 c) a flattered view of the
FI − FQ plane.
The entropies are then combined by considering the response to the 255
possible combinations of up to 8 interrogation powers. Fig. 2 shows the
heatmap of all the resulting entropies that show local and absolute maxi-
mum value. The best case, as shown in Tab. I, occurs for 6 interrogation
powers (Pin = {14, 16, 18, 20, 26, 28} dBm), returning an entropy of 7 bits, that
is nearly 2 bit higher than the one of a single power interrogation (Pin = 22
dBm).



Figure 2: Entropy heatmap for all the 255 combination of input powers.

V. CONCLUSION

This work introduced a method to extract the information contained in the
fingerprint of an RFID device, and thereby to quantify its unpredictabil-
ity, through Shannon’s joint entropy. By stimulating the non linear re-
sponse of the IC, a remarkable improvement in the information content
can be achieved as almost 2 bits more with additional powers for interro-
gation. Since higher entropy values reflect more complex signal attributes,
the multi-power interrogation approach enables more robust and suitable
fingerprints for authentication and physical encryption applications.
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